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The 28th of January, known as Date Privacy Day, is celebrated in more than 
50 countries. It was created in April 2006 by the Council of Europe, with the 
first official commemoration taking place in January of the following year, as 
the European Data Protection Day. In 2009, the United States also formally 
adopted January 28 as their National Data Protection Day. In Brazil, this 
date is not yet on the country’s official calendar, but at least since January 
2018 it has been celebrated by the data privacy community, which organizes 
awareness events and actions in the week of the 28th.

The choice of the 28th of January has its origin on the Convention for the 
Protection of Individuals with regard to Automatic Processing of Personal 
Data’s (known as Convention 108) signature date, which occurred on that 
day in 1981. The objective of the Convention is to protect the right to privacy 
considering the growing international flow of personal data and subject to 
automatic processing.

In an interconnected world, this date aims to promote awareness on the 
subject of privacy, disseminate and share best practices and strengthen 
the data protection culture - essential for economic and technological 
development and for innovation. Zoox, Incognia and Sympla, technology 
and innovation companies, are collaborative in nature and believe that 
knowledge and good practices in privacy and data protection should be 
shared. Together, we can raise the maturity level of privacy programs in 
organizations. Processing agents  win and so does society - everyone wins. 
Let’s go together!

Zoox - Incognia - Sympla



Michelle Chibba
International Privacy Day 2021:
a personal perspective
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When these government orders were first introduced in January 2021 in the 
Province of Ontario, Canada, there was a lot of confusion around enforcement of 
this order by the police. Stories swirled in the media and social media around the 
extreme intrusions on our lives.  Some Canadian examples received worldwide 
attention, such as, a Montreal couple who went to great lengths while out for 
a walk while ‘following’ the law;  another incident involved a complaint against 
a household party that ended up in a video taped altercation with local police. 
Although these examples are from a different province, there were enough 
questions being asked by residents here, that Ontario’s Solicitor General came out 
with a statement of clarification.

A popular newspaper reported:  A spokesman for the province’s solicitor general said 
the new orders do not give police the power to enter homes to check for compliance, 
nor can officers pull drivers over or ask pedestrians where they’re going.  “On its own, 
being outside is not sufficient evidence of a failure to comply with the stay-at-home 
order,” Stephen Warner said. “Workers are also not required to have proof from their 
employer that they are travelling to or from their workplace.”  This same media report 

International privacy expert, acts as consultant (including for staff training) to organizations wanting to modernize their existing privacy or 
information governance approach. She is the instructor for Seneca College’s (Toronto, Canada) Privacy Management and Identity Theft course 
that is part of the college’s Fintech program. Ms. Chibba is also a co-instructor, with Dr. Cavoukian, for the online course, Privacy by Design: The 
global privacy framework, offered through the Chang School at Ryerson University, Toronto, Canada. She was nominated as Project Editor to the 
ISO Committee (PC317) for the newly established international standard on Privacy by Design for Consumer Products, ISO 31700. Ms. Chibba was 
Director, Policy Department and Special Projects at the Office of the Information and Privacy Commissioner of Ontario, Canada (IPC) while Dr. Ann 
Cavoukian was Commissioner. Her department conducted public education and awareness, and liaised with a wide range of stakeholders to support 
Dr. Cavoukian’s leadership role in proactively addressing privacy and technology issues affecting the public, otherwise known as Privacy by Design.

Somehow, this year, International Privacy 
Day 2021 resonates so much more given the 
global pandemic we find ourselves facing. 
Dr. Cavoukian often speaks of equating 
privacy with freedom and democracy.  
Although I understood her perspective, I 
only knew it through her narrative.  Born and 
living in Canada, thankfully, I never had to 
face the fear of having my right to privacy 
taken away from me. Whether perceived 
or real, it is the ‘lock down’ or ‘state of 
emergency, stay at home measures’ that 
has given me a glimpse into the true 
meaning of privacy.
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includes a statement from the 
Ontario Chiefs of Police:  The 
Ontario Association of Chiefs of 
Police confirmed officers will not 
be stopping people only to ask 
about the stay-at-home orders. 
“Individuals cannot be compelled  
to explain why they are out of 
their residence,” spokesman 
Joe Couto said. “When people 
understand that our officers 
are not going to be looking for 
people who happen to be out like 
me walking my dog, I think they 
will then feel a lot better. Simply 
getting into their car and going 
to the grocery store wondering if 
they’re going to see the lights in 
their back windows is not going 
to happen.”

What a relief!  But I assure you, 
during those several days before 
this clarification, I felt fearful 
and anxious as I questioned my 
freedom and loss of privacy. 
Blame it on the effects of an 
earlier 11 months of semi-
isolation following stringent 
public health rules to contain the 
virus or spending too much time 
listening to pandemic reports to 
ensure that I remained current 
and informed – all I can say is 
that the significance of privacy 
and likewise, International 
Privacy Day, has taken on a new 
meaning for me this year – the 
importance of privacy to freedom 
is now part of my narrative.
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Dr. Ann Cavoukian, Ph.D.  
“The Protection of Personal Data
is Essential: lead the way with
Privacy by Design”
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In addition, surveillance is the antithesis of privacy, and a negative consequence of 
surveillance is the usurpation of a person’s limited cognitive bandwidth, away from 
innovation and creativity. That is why Privacy by Design is so important and has 
been adopted as an international standard. We need to dispel the myth that privacy 
does not coexist with innovation, because the truth is that the latter depends on the 
former to exist.

Therefore, in 2010, an international resolution recognized the concept of “Privacy 
by Design” as an essential component in protecting privacy. This is very important 
because most privacy breaches remain undetected, and regulators are only aware 
of the tip of the iceberg. Thus, regulatory compliance, by itself, is unsustainable as 
a single model to guarantee the future of privacy. In addition, the cost of a reactive 
approach to privacy breaches in companies is high, with class action lawsuits, 
brand damage and loss of consumer confidence.

Let’s dispel the myths: privacy does 
not mean “having something to hide”. 
Privacy is different from secrecy, it is 
having personal control. It is to guarantee 
freedom of choice, informative self-
determination, and the context, in these 
cases, is fundamental.

Privacy is essential to freedom, since it 
is the necessary condition for prosperity 
and social welfare. The innovation, 
creativity and prosperity that result from 
a society require freedom, and privacy is 
the essence of freedom. After all, without 
privacy, individual human rights, property 
rights and civil liberties – the conceptual 
engines of innovation and creativity, could 
not exist  in a meaningful manner.
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Recognized as one of the world’s leading privacy experts. She is presently the Executive Director of the Privacy and Big Data 
Institute at Ryerson University. Appointed as the Information and Privacy Commissioner of Ontario, Canada in 1997, served an 
unprecedented three terms as Commissioner. In that time, she elevated the Office of the Information and Privacy Commissioner 
from a novice regulatory body to a first-class agency, known around the world for its cutting edge innovation and leadership. 
There she created Privacy by Design, a framework that seeks to proactively embed privacy into the design specifications of 
information technologies, networked infrastructure and business practices, thereby achieving the strongest protection possible.



Therefore, the main article on the fundamental principles of Privacy by 
Design is now  available in 40 languages. Basically, we can summarize 
the principles in two major tips:

1. Prevent the harms from arising: You must be Proactive!

2. Banish zero-sum models! Get rid of the dated win/lose, zero-sum 
models. Use the positive-sum model and discover the power of the 
“AND”! Create a scenario where everyone wins, at the expense of an 
“either/or” (“vs.”) approach involving unnecessary tradeoffs and false 
dichotomies. That is, replace the “vs.” with “and”.

10



1. Proactive not reactive: preventative, not remedial;

2. Privacy as the default setting;

3. Privacy embedded into design;

4. Full functionality: positive-sum, not zero-sum;

5. End-to-end security: full lifecycle protection;

6. Visibility and transparency: keep it open, and

7. Respect for user privacy: keep it user-centric.
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The seven fundamental 
principles that make up 
the framework Privacy by 
Design are:



The application of these principles 
becomes even more important in 
eleven areas, namely:

a) CCTV / Surveillance cameras in mass transit systems;

b) Biometrics used in casinos and gaming facilities;

c) Smart Meters and the Smart Grid;

d) Mobile Communications;

e) Near Field Communications;

f) RFIDs (radio frequency identification) and sensor technologies;

g) Redesigning IP Geolocation;

h) Remote Home Health Care;

i) Big Data and Data Analytics;

j) Privacy Protective Surveillance, and

l) SmartData.
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Since its creation, Privacy 
by Design has gained a lot 
of space around the globe. 
In the letter from the Japan 
Institute for Promotion 
of Digital Economy and 
Community (JIPDEC), of May 
28, 2014, Privacy by Design 
was considered one of the 
most important concepts by 
members of the Japanese 
Institute. Japan’s private 
sector companies said it was 
necessary to insist on the 
Positive-Sum, not Zero-Sum 
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principle, and apply Privacy by Design. 

In 2018, the General Data Protection Regulation (GDPR) came into effect, not only 
strengthening and unifying the way personal data protection is regulated, but also 
giving individuals more control over their own data. The expressions “Privacy / 
Data Protection by Design” and “Privacy as the Default” will now be appearing for 
the first time in a privacy statute, which was recently passed in the EU.

There are several similarities between Privacy by Design and the GDPR.

The Regulation itself makes several references to the framework in Article 25 and 
elsewhere. The Information Age (09/24/2015) points out that Privacy by Design 
had a great influence on security experts and regulators and that “It’s not too 
much of a stretch to say that if you implement PbD, you’ve mastered the GDPR.” 

Canada’s Privacy Commissioner also highlights in the 2016-17 Annual 
Report to Parliament on the Personal Information Protection and Electronic 
Documents Act and the Privacy Act:

“Organizations must also be more transparent and accountable for 
their privacy practices. Because they know their business best, it is 
only right that we expect them to find effective ways, within their own 
specific context, to protect the privacy of their clients, notably by 
integrating approaches such as Privacy by Design.”

There is also a Privacy by Design Certification for companies, relaunched 
in partnership with a global consultancy, which consists of an audit of all 
practices to check if they meet the 7 principles. This makes people trust 
business relationships, maintains customer loyalty and creates competitive 
advantage because people value privacy.
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Certainly, the GDPR was very important for the consolidation of PbD and scaled 
its principles at a global level, as highlighted in the article Privacy By Design - 
Ready For Takeoff (2016):

“The passage of the EU’s GDPR … is bringing PbD to top of mind as personal 
operations are adjusted to comply with new GDPR rules…In short, the GDPR has 
already given PbD new visibility and vigor. Positive-sum change is on its way – 
not just to Europe, but across the world.”

Along the way of this positive-sum, I created, together with other professionals, 
the Global Privacy and Security by Design, an entity that works with the private 
and public sectors to promote innovation with privacy, security and interests of 
the organization. In other words, the new organization was created to educate 
governments and businesses on how to develop policies and technologies where 
privacy, public safety and Big Data work together for positive-sum, win-win 
outcomes.

Founding members include:
 • Darren Entwistle, CEO of TELUS Inc .;
 • Michael Chertoff, 2nd US Secretary of Homeland Security;
 • Gilles de Kerchove, EU Counter-Terrorism Coordinator;
 • Greg Wolfond, CEO of SecureKey;
 • Joseph Simitian, Santa Clara County Supervisor, CA and former chairman  
 of the California State Senate Privacy Committee.

The organization conducts research and has a newly created extension Privacy by 
Design, focusing on privacy and security!

We also have an online course on Privacy by Design: The Global 
Privacy Framework, at Ryerson University, which aims to deepen 
the study of Privacy by Design and its applications, as well as to 
create a space for dialogue between professionals from different 
countries who apply the framework.

There is an urgent need to abandon “zero-sum” and “or / or” 
propositions or that involve one “versus” other interest, such as 
“privacy vs. public security”. We need to change this mindset to 
a “positive-sum” approach, doubly empowering, with privacy and 
public security together, for example.



In summary:

 • Privacy and security risks are best managed by proactively embedding the  
 principles of Privacy by Design – prevent the harm from arising – avoid the  
 data breach;

 • Focus on prevention: It is much easier and far more  cost-effective to build  
 in privacy and security, up-front, rather than after-the-fact , reflecting the  
 most ethical treatment of personal data;

 • Abandon zero-sum thinking – embrace doubly-enabling systems: Privacy  
 and Security; Privacy and Data Utility;

 • Get smart – lead with Privacy by Design, not privacy by chance or, worse,  
 Privacy by Disaster!
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Dr. Anna Zeiter, LL.M.  
“How to manage a global privacy
team during a pandemic”
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How can you ensure, as the leader of a global team, that you are managing well 
in an environment that changes so much and during a pandemic, where everyone 
has to work from home? To address this issue, I will bring 4 (four) items on how 
to manage a team internally. Probably, all of you go through the same challenges 
with working in themode home office, using tools like Zoom. In my case, I have a 
team with six different time zones, from different cities. So how do you ensure that 
people are working well together, especially now that it has been almost a year 
since the pandemic began? You must know all the mechanisms to ensure that 
they connect to Zoom, you must have meetings and cafes through Zoom, this is 
standard. But, as a privacy professional, it is also important to be well connected to 
the company and with important stakeholders (interested) from other teams.

Chief Privacy Officer of eBay Inc. and member of the International Association of Privacy Professionals’ (IAPP) Board of Directors. Committee Member 
of the Global Tech DPO Network in Ireland and Member of the Digital Transformations Working Group of the World Economic Forum, especially co-
leading the workstream Business of Data & Data Valuation. Graduated with honors from the LL.M Program in Law, Science & Technology at Stanford 
Law School. From 2009 until 2013, worked as a lawyer for two international law firms in Hamburg, specialized in data protection, IT and ecommerce 
law. Ph.D. on free speech and media law by the University of Hamburg. Anna Zeiter regularly gives speeches at international data protection 
conferences, teaches at universities (e.g. at the University of Bern and the University of Göttingen), and publishes articles on current data protection 
issues, e.g. in the Stanford Transatlantic Technology Law Forum, the European Data Protection Law Review and other international Journals.

I lead the Ebay privacy team and I have 
around thirty people working with me, 
which was challenging before the pandemic. 
Before the pandemic, I was traveling a lot to 
make sure the team was together, engaged. 
He also spent a lot of time attending 
conferences, meeting colleagues, as well 
as meeting with authorities and regulatory 
bodies, seeking to understand the new 
challenges in the marketing market. As 
you know, privacy is a global issue: GDPR 
came into force two years ago, and we now 
also have LGPD in Brazil, CCPA and CPRA 
arriving in California, several privacy laws 
emerging around the world.
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Privacy is usually the spider in the web, because privacy touches many 
other areas. It has to do with data, and data, in most companies, are 
everywhere. Before the pandemic, most of my time internally was spent 
in the office, meeting people, holding meetings, talking to people in the 
cafeteria, listening to people talk about new projects.

So, what I can do as a privacy professional, is to make a good 
connection with other people. It is very important that you know 
everything that is happening. In the marketing team, for example, you 
need to understand how advertising is doing, while in HR, you need to 
know what they are planning - because all of these teams deal with 
personal data and, as a privacy professional, it is very important to be 
well connected with different teams in the company and make sure you 
know what’s going on. 

If you do not know what is going on, it is very difficult to ensure that the 
company complies with all of these new laws around the globe. This 
was really a challenge for my team, so I know how important it is to be 
proactive with the various stakeholders.

18



Regarding external action, consistent with the 
relationship with partners, before the pandemic, people 
used a conference to, during the break, have a coffee 
with their peers, listen to the news, know that other 
companies faced the same problems and how they dealt 
with certain situations. When you meet these people, 
you feel where the market is going and this is very 
important for an organization - understanding which way 
companies are going - because most laws, such as the 
LGPD, are new and sometimes you don’t know how to 
interpret certain subjects. 

Before the pandemic, I could meet at the cafeteria the director responsible for the 
Tax area, the Human Resources director - we had coffee together, had a quick 
chat to understand what was happening at the company. Now, I had to change 
my mindset and start being very proactive.

I started making calls with these people from the company and I told my team 
that what we were doing having coffee now we need to do it in a more structured 
way, because if we stay accommodated, we will not know what is going on in the 
company in terms of privacy. So, that was the part of the internal change.

19



It is common to wonder if we are doing too much or too little. Therefore, it is 
necessary to understand how the market is moving. So it was like that in the 
past, and now it is still very important to understand how other companies are 
doing. But, it has not been easy, because, as you know, these conversations 
are not online. So now I also understand that I need to be much more proactive 
and, at times, send a message to someone I met, randomly. So I send an email 
or message on LinkedIn asking if we can have a ten-minute chat and, in my 
experience, most feel the same way. They are super happy with the approach, 
they want to connect online and they also want to make sure they understand 
what others are doing.  
   

As a final point, I would like to address the external relationship with regulators. 
As all these laws are more or less new (the GDPR is approximately three years 
old, the LGPD is new, the CCPA is still only one year old and the CPRA is also 
coming), it is very important to remain connected to the regulators. Before the 
pandemic, when I went to conferences, if I saw a regulator or authority, I thought 
that maybe I could have the opportunity to ask a question after the presentation, 
or I could have a cup of coffee and ask a question like, for example:

 “I didn’t understand this rule or this legal request. Can you 
help me understand how I can implement this? Is this approach 
correct?” 

We need to be more proactive. I know that the situation in Brazil is new, but 
what I recommend, not only for those people who are in Brazil, but also in 
other countries, is to try to ensure that when you see an online event with the 
regulators,  if you want to feel or know what’s going on in the market, try being 
more proactive.
Recently, I spoke with one of the European regulators, added him on LinkedIn and 
said that his talk had been great and that he had some questions. They are also 
interested in being connected with the industry and with lawyers to understand 
what problems companies face.

20
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It is necessary to change the mentality and, 
mainly, as a privacy professional, I understand 
that we need to be more proactive during the 
pandemic. Data is the center, data moves 
everything. As a person working in privacy, you 
need to know where that data is in the company, 
how that data is being processed, and often the 
information doesn’t come to you.

You need to be very proactive to understand, 
reach, reach out to people and, even during the 
pandemic, understand what is going on. That 
way, you will be in a better position to ensure 
that new requirements are being implemented 
properly in your company.
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We, who work in technology startups, still have additional difficulties with the 
limited human and financial resources available for implementation, and we still 
face the challenge of constant changes - both internally (due to innovation, with 
creation and frequent roll-outs of new products and features) and externally (with 
the regulation of yet open matters in data protection, especially in Brazil).

In this context, we understand there is a need for adopting an Agile approach for the 
implementation, review and effective management of privacy and data protection 
measures. Prioritizing what is needed and has to be done must follow, in real time, 
the internal and external changes to the organization, and must be adequate to the 
available human and financial resources. As such, I developed, in partnership with 
Marcelo Martins, certified Scrum Master, an adaptation of Scrum for Privacy.

Before we proceed, we must remember that the agile methodologies for software 
development are based on the Agile Manifesto, as follows:

We are living in a new scenario, of greater 
enforcement on personal data protection 
legislation, more notably the Brazilian 
LGPD, that came into force in September 
2020. There is a long way to go, and the 
professionals who are responsible for 
implementing Privacy Programs often ask 
themselves: “Where do I start?”
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Head of Privacy & Data Compliance and Data Protection Officer at Zoox Smart Data. Co-Founder and Instructor at Complete Privacy, 
Professor at the Global Institute of Law and Innovation, Lawyer, CIPM, member of IAPP and first person to be certified as Data 
Protection Officer (DPO) by Exin in the Americas. Subject Matter Expert in data protection (GDPR and LGPD) for Exin. Worked in the 
Data Privacy team in a technology startup (Security pillar), as a Specialist Lawyer in Data Protection at a Big Data company and at 
a renowned Digital Law Firm. Successfully finished the Cybersecurity Bootcamp promoted by IGTI. Post-graduated in Innovation 
Management and Digital Law by Fundação Instituto de Administração (FIA), and Bachelor of Law by the University of Sao Paulo (USP).



Manifesto for 
Agile Software 
Development
We are uncovering better ways of 
developing software by doing it and 
helping others do it. 

Through this work we have come to 
value:

• Individuals and interactions over 
processes and tools.

• Working software over comprehensive 
documentation.

• Customer collaboration over contract 
negotiation.

• Responding to change over following 
a plan.

That is, while there is value in the items 
on the right, we value the items on the 
left more.
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Scrum is one of the agile approaches for software development and has its 
origins in 1986. In that year, Hirotaka Takeuchi and Ikujiro Nonaka published 
an article in the Harvard Business Review entitled “The New New Product 
Development Game” with an analysis of Fuji-Xerox’s, Canon’s, Honda’s and 
NEC’s approach for innovation in the product development process. The 
authors realized that these companies were more flexible than others and 
could respond to problems and solve them in a faster and more creative way 
because they organized multifunctional teams with strong communication 
among their members.

This structure allowed them to have strong interaction and overlapping 
activities during the product development cycle, instead of the “traditional 
sequential” approach. This new approach was called: “the rugby approach”.

In rugby, when the ball leaves the field or when there is any other need of 
restarting the game (after a foul, for example), both teams arm themselves 
with eight players on each side, holding each other with arms overlapped to 
their companions and facing the opponent. Each team has the same objective, 
which is to dispute the possession of the ball, and the expression “Scrum” 
comes from “scrimmage”, which means “a short, not very serious fight”, 
according to the Cambridge Dictionary.

Today, Scrum is an Agile approach to software development and, therefore, 
applies the principles stated in the Agile Manifesto, created and documented 
in 2001.

The Scrum methodology has been updated since its creation in the early 
1990s, and the last available version was published in November 2020. 

This material brings the theory about Scrum and its values (Commitment, 
Focus, Openness, Respect and Courage), as well as guidance on how to 
organize the team and how to implement Scrum events (Sprint, Sprint 
Planning, Daily Scrum, Sprint Review and Sprint Retrospective) and artifacts 
(Product Backlog, Sprint Backlog and Increment).



To incorporate the benefits of Agility 
and, more specifically, of Scrum, 
our first step was to adapt the Agile 
Manifesto for Privacy, keeping the same 
rationale¹ of valuing the two items in the 
same sentence, the one on the left more 
than the one on the right:

Manifesto for 
Agile Privacy 
Management
We are uncovering better ways to 
manage privacy-related activities by 
doing it ourselves and helping others 
to do the same. Through this work, we 
have come to value:

• Data subjects and interactions over 
processes and tools.

• Privacy by Design over compliance.

• Data subjects’ rights over processing 
agents’ internal obligations. 

• Responding to changes over following 
a plan.

That is, while there is value in the items 
on the right, we value the items on the 
left more.

26

1 – Other professionals adapted the Manifesto, but changed its rationale 
of valuing two positive factors, one above the other, to valuing a positive 
one instead of a negative one. Driel, RV (2016). Agile Scrum and the GDPR. 
LinkedIn. Source: https://www.linkedin.com/pulse/agile-scrum-gdpr-
ruud-van-driel-cissp/.
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The first principle means, for example, that if a data subject exercises his/her 
right, the organization must mobilize internally to serve him/her, even if there 
aren’t internal procedures or if it is necessary to not follow such procedures. 
And, in interactions, the communication itself and its content are more valued 
than the way it is done. This will depend, of course, on the company’s scenario: 
the smaller and simpler the operation is, the easier it will be to mobilize internal 
teams, regardless of processes and tools.

“Privacy by design over compliance” means that the company does value   legal 
compliance, but wants to achieve more than the formal recognition that it acts 
legally - it actually does value privacy and seeks to make it fully integrated 
with its product and business. For example, it is not enough to add privacy 
notices that simply meet the legal requirements in relation to the content (e.g. 
to describe the purpose of the data usage) - one must go further and make the 
privacy notice message accessible, clear, adapted to the data subject’s mental 
model², and show the message at the appropriate moment of their journey, 
respecting their experience as a user of the service or product offered by the 
company. In addition, the company is concerned with integrating privacy 
and information security technical measures from the start (by design), and 
by default, and seeks to unite privacy and business interests in a positive-
sum (complying with the full functionality principle of the Privacy by Design 
framework). This contributes to the greater protection of individuals and adds 
value to the product/service and to the company.

2 – Ferreira, RM e Cabella, DMMS Escrevendo e implantando os avisos de privacidade (“avisos de privacidade”) na coleta do consentimento 
válido. Thomson Reuters Brasil (Ed.), Data Protection Officer (Encarregado) (pp.135-150). Sao Paulo: Revista dos Tribunais, 2020.
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The third principle means that, when there is the need to act and meet the 
rights of data subjects, this must be prioritized over compliance with internal 
obligations. Both issues must be resolved, with the first being addressed as a 
priority. According to Michelle Chibba³, this prioritization meets the principle of 
“respect for user privacy” of the Privacy by Design framework, by keeping the 
entire system centered on the data subject.4

Finally, “responding to changes over following a plan” is what gives flexibility 
to a DPO and allows the constant reprioritization of activities (backlog 
reassessment) in the middle of a Sprint. One isn’t “stuck” with an action 
plan already outlined: one can follow and respond faster to new projects and 
launches from the product team, as well as review the action plan in light of 
a new privacy and data protection regulation that just came into force, for 
example.

3 – Research Associate with the Privacy and Big Data Institute at Ryerson University (Toronto, 
Ontario). Ms. Chibba was Director, Policy Department and Special Projects at the Office of the 
Information and Privacy Commissioner of Ontario, Canada (IPC). During her 10-year tenure at the 
IPC, her department was responsible for conducting research and analysis, as well as liaising with a 
wide range of stakeholders to support Dr. Ann Cavoukian’s leadership role in proactively addressing 
privacy and technology issues affecting the public, otherwise known as Privacy by Design. Source: 
https://www.itu.int/en/ITU-T/academia/kaleidoscope/2015/Pages/Michelle-Chibba.aspx.

4 – Observation made while reading this methodology.



With this solid base, we proceeded to adapt the main points of Scrum for Privacy:

Pillars
● 
Transparency: It is important to ensure that there is documentation of what is being 
done, by whom, in what way, for what reason, for how long, among other information 
that may be of interest to those who perform the activities and those who coordinate or 
any other stakeholders. Writing down / recording the processes, delivery requirements 
and status, for example, contribute to audits, to compliance in privacy and data 
protection and to accountability in general.

Inspection: The constant internal monitoring of everything that is being done by the 
stakeholders (such as the CEO, the Board, the teams that demanded the Privacy team, 
among others) depends on the existence of transparency. Preparing for inspection 
can also contribute to the success in an external audit or Privacy Due Diligence, for 
example.

Adaptation: The measures already implemented in a privacy program should be 
reviewed whenever necessary (for example, to respond to changes caused by new 
product features or new regulations). In addition, the organization’s and the Privacy 
team’s internal processes can and must be constantly reviewed for optimization 
purposes.
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Values

The adaptation of Scrum’s values   to Privacy embodies the 7 principles of Privacy by Design 
and the ethical and sustainable use of personal data.

Commitment: The Privacy team is committed to the sustainable use of personal data and 
to proactive and preventative privacy, incorporated into the design, as a default setting with 
end-to-end security (in compliance with principles 1, 2, 3 and 5 of the Privacy by Design 
framework).

Focus: The team’s focus is the implementation of the privacy program, always seeking a 
“positive-sum” approach (principle 4 of the Privacy by Design framework).

Openness: The team acts transparently in relation to its stakeholders and acts in favor 
of the transparency of its organization in relation to data subjects, the market and the 
authorities, in compliance with principle 6 of the Privacy by Design framework (“visibility 
and transparency ”).

Respect: All actions must be guided by respect in relation to data subjects, in compliance 
with principle 7 of the Privacy by Design framework (“respect for the user privacy”).

Courage: The Privacy team (as the Scrum team) has “the courage to do the right thing, to 
work on tough problems”5, with the differential of promoting decision making guided by 
sustainable ethics in relation to the processing of personal data and the privacy of the data 
subjects.

Team
●
Multifunctional team:
When the number of employees and 
the budget are limited to create a 
multifunctional Privacy team, it is 
recommended to involve people from 
other teams in the implementation 
activities for the privacy program and to 
align the Privacy Sprint, in advance, with 
the Sprint from the other teams involved. 
It is not a formally constituted team, but 
a materially and temporarily constituted 
team for certain activities. Michelle Chibba 
notes6 that, in addition to being a way of 
overcoming resource constraints, this 
approach also adds value by bringing 
different perspectives on the same issue.

Overlapping phases and activities: 
Most of the time, there is no need to 
end an activity in order to start another 
that is equally important and urgent for 
the privacy program. In other words, 
it is possible to carry out activities in 
parallel, such as risk assessment and 
compliance with the data subject’s 
rights. At this point, Michelle Chibba 
points out7 that multitasking is good 
as long as the framework is actually 
implemented, to prevent the taking of 
bad shortcuts.

5 – Source: https://scrumguides.org/docs/scrumguide/v2020/2020-Scrum-Guide-US.pdf, p.4.

6 – Observation made while reading this methodology.

7 – Idem.
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Events

Privacy Sprints: These are fixed-duration events, and we recommend that they last 
for a week to maintain the emphasis on short-term goals and steady progress, with 
gradual and incremental implementations. There are activities that will need to be 
developed in more than one Sprint, as they are more complex and time consuming - 
the “epics”, such as a DPIA or PIA report. In this case, it is important to separate the 
activities into “stories” to be worked on each week.

Planning: It’s the Sprint’s opening event. For 1-week Sprints, we recommend that the 
Planning lasts 2 hours. In this stage, it is defined:

8 – For example: “I, as DPO, would like to create an Internal Privacy FAQ for when a customer 
reaches for our Customer Success (CS) team, and wishes to know if our company is a Controller 
or Processor, our CS team can easily verify this information and answer the customer’s question 
immediately, without having to wait for me to be available to reply by email or by any other internal 
communications tool”.

• Why is this Sprint valuable? That is, what is the value added in relation to the 
privacy program and in terms of Privacy by Design. For example: This Sprint is 
valuable because it will accommodate, in a “win-win” or “positive-sum” way, the 
company’s interests in launching the new product functionality that collects and 
processes new personal data, privacy compliance in validating this new data 
processing operation with the data subject, and the user experience, with the 
creation of privacy notices that are shown at the most appropriate moments of 
the user’s journey, that are accessible and respect the user’s mental model.

• What can be done in this Sprint? Definition of activities/stories that will be 
worked on at the Sprint to implement or improve aspects of the privacy program. 
For example, what can be done to strengthen the implementation of the Privacy 
by Design framework, with the creation of “stories” in the view of the data subject 
or the DPO8, depending on the case, to support the activities.

• How will the chosen work be carried out? Definition if the activities will be 
divided or not, if a certain methodology or tool will be used, if the work will be 
developed 100% internally by the company or with the support of consultancy, 
among other details.
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The definition and recording of this information contributes to the fulfillment of the 
Transparency, Inspection and Adaptation pillars.

Daily: Communication is the key to alignment. It is recommended to have a daily 15 
minute meeting/call with the Sprint stakeholders. This commitment helps the team 
to track progress, as well as quickly identify any other problems and solve them in an 
agile way. This is not the only moment of communication in the day, but it helps to 
make others more focused and efficient. Urgent privacy and data protection issues, for 
example, must be communicated in real time to decision makers. As noted by9 Michelle 
Chibba, the Daily is a good way to “institutionalize” communication, and this, over time, 
ends up becoming automatic and even expected. In addition, over time, the process and 
its results improve to make these 15 minutes more specific, focused and, therefore, more 
efficient and effective.

Sprint Review: This weekly event aims at presenting the Sprint advances and results 
to key stakeholders. It is also an evidence of the team’s commitment to Privacy 
accountability. The Review reinforces how much progress the Privacy team, the DPO and 
the company have made in implementing and improving the privacy program. Ideally, it 
lasts from 30 minutes to 1 hour.

Sprint Retrospective: This event is internal to the Privacy team. The DPO and the Privacy 
team must check together for improvement opportunities to increase the quality and 
effectiveness of activities and deliveries. The team itself must seek to find its problems 
and create an action plan to solve them. It is recommended the support from a Scrum 
Master for this task. There are several ways to do the retrospective, one of which is to 
answer the following 3 questions:
●

“What should we START doing?” For example: Adding more details to the 
documentation. This generates greater efficiency and more assertive decision 
making.

“What should we CONTINUE doing?” For example: Teamwork, not accumulating 
activities beyond the ability of execution in the Sprint, continuous improvement in 
processes, following the frequency in Scrum Ceremonies for Privacy.

“What should we STOP doing?” For example: Working on incomplete demands, 
starting tasks without a clear and objective description, not recording the value of 
each Sprint.

As well observed by Michelle Chibba10, this approach is connected to the PDCA cycle 
(“Plan, Do, Check, Act”) and the registration of this process can also contribute to 
greater visibility and transparency (and therefore “accountability”) in relation to 
stakeholders.

9 – Observation made while reading this methodology.

10 – Idem.
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Artifacts

As defined on page 10 of “The Scrum Guide”, “Scrum artifacts represent work or value. 
They are designed to maximize the transparency of key information.”

• Privacy Backlog: List of everything that needs to be done to implement and 
improve the company’s privacy program. We recommend that the backlog should 
be prioritized with the use of the RUT (Relevance, Urgency and Tendency) and RICE 
(Reach, Impact, Confidence and Effort) matrices, according to the adaptation for 
Privacy that we present in Annex I of the Zoox Privacy Program.

Commitment - Privacy Goal: It is the long-term objective of the Privacy 
team that materializes in the Privacy Backlog - a future state of the privacy 
program that serves as a target for the team to carry out the planning. The 
privacy program is a vehicle for delivering value to both data subjects and the 
organization itself.

• Sprint Backlog: It is the list of selected items from the Privacy Backlog for the 
Sprint (“what” to do), along with the Sprint Goal (“why” to do) and an action plan to 
deliver the Increment (“how “ to do). It is a photograph of the Sprint’s progress that 
must be updated in real time to support the Daily.

 

NOTE

Both the Privacy and Sprint Backlog can be effectively managed with the use of a 
project management software, which allows visual monitoring of the development 
of activities (e.g. Monday, Notion). Another option is to use or integrate the project 
management software that the product and technology team uses (such as Jira). 
The use of software like these helps to develop Privacy metrics (KPIs11).

Another tip to better manage activities is to use themes12 (tags such as “legal”, 
“information security”, “governance”, “product” etc.), initiatives (identifying the 
specific pillar of the privacy program and respective OKR13 of Privacy that will be 
met), epics (more complex activities) and stories (simpler activities) to maintain 
control over activities.

In addition, it is essential to incorporate privacy and personal data protection into the 
company’s strategy and core values, which guide all teams, so that everyone may 
have a stronger commitment to the privacy program implementation.

11 – More information on what are Key Performance Indicators and its utility available in: https://en.wikipedia.org/wiki/OKR

12 – Rehkopf, M. (2020). Epics, Stories, Themes, and Initiatives. Atlassian Agile Coach.

 13 – More information on what are “Objectives and Key Results” on: https://en.wikipedia.org/wiki/OKR.
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Commitment - Sprint goal: According to the Scrum Guide, it is the Sprint goal, 
created during the Planning and added to the Sprint Backlog, which creates 
coherence and focus, while allowing flexibility in terms of the exact work required 
to achieve that goal. It admits that the work to be developed may, to some extent, 
be different from the originally planned, as long as it still reaches the goal.

Cancellation - It is worth mentioning that, if the Sprint Goal becomes obsolete, 
the DPO (who plays the role equivalent to the Sprint Product Owner) has the 
authority to cancel the Sprint.

• Increment: It is the concrete advancement towards the Privacy Goal. It is the sum 
of the work done and values delivered at the moment the Definition of Done (DoD) is 
met. It can be, for example, a report that is ready, a training that was fully conducted - 
items of the privacy program that are met.

DoR and DoD - The Definition of Ready - DoR (in other words, the definition of “ready 
to start”) and the Definition of Done - DoD (definition of “when it is finished”) are 
crucial to maintaining control over which job is really ready to start (for example: it 
has all the necessary information) and to clearly identify when the activity has been 
met at a satisfactory level. There is always the possibility to go further and create, as 
Spotify14 did, a “Definition of Awesome”, with parameters that help to identify what 
needs to be done for the privacy program to be implemented at a “wow” level.

And here ends the adaptation of Scrum for Privacy. We hope that this work is also 
useful for other organizations, in order to facilitate and make the management and 
implementation of the privacy program more efficient.

14 –  As mentioned in the video on: https://www.youtube.com/watch?v=vOt4BbWLWQw, starting at 9:43.
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1 - Privacy in Ivory Towers

Privacy programs in companies have taken 
shape, competence and responsibility as 
data protection legislations around the 
world has matured. Thus, compliance 
projects have been supplied with a huge 
input of legal requirements to be analyzed 
and implemented. However, the structuring 
of programs, with completely new demands 
and interfaces for many corporate 
governance, raises concerns about the 
efficiency, incorporation, sustainability and 
penetrability of data protection work fronts 
in companies.
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Two main reasons for the concerns can be observed. The first is the inability of privacy 
demands to connect with employees’ work routines efficiently. The second is the 
formatting of projects that do not reflect on the need to incorporate sustainability into 
corporate governance and do not prioritize the development of a high-performance 
data protection culture. As a result, the privacy area becomes less accessible and less 
integrated, besides having demands with low penetrability. This situation is due in many 
cases to the application of an ocean of inefficient policies, procedures and guidelines. In 
other words, rules without adherence among employees and no customization for the 
dynamics of the areas.

In addition, the privacy solutions implemented for users also raise concerns about 
experience, usability, transparency, satisfaction and efficiency.



The challenge is intensified as projects prioritize complying with legal obligations rather 
than building privacy interactions that are usable and useful, that means, information 
and data protection controls are easy to find, understandable and aligned users’ needs1. 
The privacy interfaces usually comply with the rules established by the legislation, but 
they hardly consider the criteria of the heuristic analysis to evaluate the experience of the 
solutions.

In this way, privacy programs may be being built in “ivory towers”, disconnected 
from corporate governance, disintegrated from the work routines of employees and 
distant from users’ expectations. Therefore, it is essential to reflect on the objectives 
of the projects themselves, which by focusing almost exclusively on complying with 
applicable legal requirements, overlook the construction of solid connections. After all, 
the consequences of this problem exponentially increase the risk of violations of users’ 
rights and freedoms. 

  1 – An Introduction to Privacy for Technology Professional, 2020, Trevor Breaux, editor, International Association of Privacy Professionals IAPP, ISBN: 978-1-
948771-91-7.
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2 - Privacy-Centered Design

The solution to this situation is not necessarily to 
expend more energy and resources in the projects 
or to make them more rigid. On the contrary, it 
is possible to be even more efficient by using 
strategies that will work to build the programs 
beyond the applicable legal requirements and still 
add some customization. One such alternative for 
running the programs is the implementation of the 
Privacy by Design principles, created by Dr. Ann 
Cavoukian. 

Certainly, the framework is very positive to 
ensure efficiency, sustainability, prevention and 
penetrability of privacy demands, as well as 
helping to resolve some of the concerns previously 
addressed. Efficiency is the heart of the concept of 
data protection by design.

An interesting strategy to apply these principles can 
be called Privacy-Centered Design. The idea of   the 
strategy consists mainly of orienting the privacy 
project to focus as much as possible on formatting 
the work routines of all areas of the company so 
that they incorporate privacy interests organically 
in their operations.

In other words, the strategy means ensuring that 
all areas and work routines of the company are 
Privacy-Centered through the development of 
privacy products with positive experiences and the 
development of tools for teams to consider privacy 
in their tasks and be able to identify and solve 
privacy issues autonomously. 

To apply the Privacy-Centered Design strategy it 
is fundamental to analyze how the work routine 
of each area of   the company works, in order to 
understand how the daily operational routine is and 
build more efficient tools than internal policies.
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To perform this analysis, it is recommended that the privacy professional 
undergoes a real immersion in the area through onboarding, studies, 
meetings, conversations or even using job rotation strategies, a 
mechanism used to learn about the productivity of different positions 
or activities, in which the professional dedicates a certain period to be a 
temporary collaborator of the team to be analyzed, exercising functions 
and responsibilities.

During this immersion, it is possible to be aware of the intersections of 
routines with personal data, of the interactions with the privacy program 
and of potential risks in processing activities. Furthermore, it is necessary 
to analyze qualitative behavioral information and identify patterns using 
Small Data. 2

Therefore, the privacy professional must study in depth the daily work of 
each area, identify which tools are used, how management works, how 
demands are prioritized, what is important for the team, what are the roles 
and responsibilities of each position, which processes work well and which 
do not. After all, “the term Big Data is about machines and Small Data is 
about people”.3

The Privacy-Centered Design strategy can have even more significant 
results in technology and innovation companies or in areas related to 
the development of products, services and strategies. This happens 
because the governance of these structures has as its main characteristic 
the agility in the ideation, validation, development and implementation 
of products, and these teams usually operate with the minimum of 
bureaucracies, rules and validations possible.

In this way, the strategy can be a great alternative, since applying all that 
ocean of policies in the daily work of these teams is not only inefficient, 
but it is also incoherent and perfectly exemplifies the concern with privacy 
programs built in “ivory towers”.

2 -  Small Data Group: “Small Data connects people with meaningful and timely insights (derived from big data and / or“ local ”sources), organized and 
packaged - usually visually - to be accessible, understandable and actionable for everyday tasks ”.

3 - AThe phrase was said by Allen Bonde in an eWeek phone interview.
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3 - Connecting with users

First, we need to problematize the 
product solutions commonly used in 
privacy demands. As said, developers are 
used to implementing interfaces just to 
comply with legal requirements, but they 
rarely involve user experience experts to 
design a privacy interface or evaluate its 
usability.4

 
As such, the implemented solutions 
are not very connected to the real 
expectations of users and we need 
to rethink this situation through the 
Privacy-Centered Design concept. As 
an example, let’s use a very common 
practical situation: the technology team 
implemented in the platform, without 
aligning with the privacy team, a form 
with data fields for users interested in 
receiving a commercial proposal.

The solutions adopted in this situation are usually limited to inserting the link 
to the Privacy Policy with an opt in at the end of the form. However, if the user 
wants to know details of the processing activity and the purposes of use of 
the data, they will have to face multiple steps to access the information and 
answer the questions, which usually results in them givin up. 

Especially because, according to a survey conducted by Stanford University, 
97% of users agree with the big and difficult terms and policies without 
accessing them. In this way, companies concerned only with complying with 
legal requirements, consider that if a user has not read the privacy policy, then 
he does not care about privacy. Nevertheless, it is possible to verify that it is 
often the privacy solutions themselves that discourage the user from engaging 
with their rights.   

4 – An Introduction to Privacy for Technology Professional, 2020, Trevor Breaux, editor, International Association of Privacy Professionals IAPP, ISBN: 978-1-
948771-91-7.
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To better connect users with the solutions and increase the satisfaction and usability 
of privacy interfaces, the team simply needs to think more carefully about what privacy 
questions users are likely to have. A simple tool for this analysis is the Customer Problem 
Statement, which consists in understanding what the user’s perceptions of the product are 
during their journey.

In fact, privacy is a great opportunity to build a positive interaction between the company 
and users, as they trust more when they believe that the corporation is fair, transparent and 
offers meaningful choices and controls.5 A survey conducted by Security Magazine found 
that 52% of consumers would consider paying more for the same products or services 
from a provider with better data security and also 52% of consumers said security is an 
important or main consideration when buying products.

Thus, the dynamics of Privacy-Centered Design resulted in solutions beyond compliance 
with legal obligations and improved the experience and reliability when inserting the 
privacy icon into the form, as shown in the image below.

When analyzing the situation, it would be more coherent to insert a privacy icon in 
each data filling field in the form with information about the processing activity. The 
solution is an even more transparent best practice, focused on anticipating possible 
questions from users, meeting their legitimate expectations and building trust 
through a digital interface. 

5 - An Introduction to Privacy for Technology Professional, 2020, Trevor Breaux, editor, International Association of Privacy Professionals IAPP, ISBN: 978-1-
948771-91-7.

41



4 - Connection with the business

However, still dealing with the presented case, another problem was addressed: the form 
was implemented by the product team without any validation with the privacy team.

The first step of a strategic Privacy-Centered Design action to improve the connection with 
the business usually consists in improving the interaction and communication mechanisms 
with employees and, subsequently, creating tools for the areas to be able to identify and 
mitigate risks in their daily lives by themselves.

It is important to understand the reasons for the lack of a connection between the privacy 
team and the development team, since, no matter how much the risk has been mitigated in 
the situation, others may arise over time, as it is very likely that other products will also be 
implemented without incorporating privacy.

To understand the risk-generating cause, there is another tool known as 5 Whys Analysis, which 
consists in successively questioning  the reason for a situation until it reaches its root cause.
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In a hypothetical analysis, it was possible to identify a structural problem 
related to the connection of the privacy area with corporate governance. 
In the example, the development team did not perform the interface 
because they didn’t know it was necessary, although they had already 
had training explaining the internal privacy policy. 

When questioning the reasons again, the root cause of the situation is 
identified: the employees of this team are new and have not yet received 
adequate training.

As a result of the analysis, in addition to the implementation of the 
privacy icon, it is also convenient to reformulate the onboarding for new 
employees, because the communications with the privacy team were not 
being used as they should be by new employees and this can motivate 
several risks over time. 

For this first step, in addition to onboarding, it is essential to 
communicate with the company about the interactions of the areas 
with the privacy team, alert about the communication channels or even 
provide a summary for validation with gamification practices.
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5 - Connecting with employees

Finally, to continue with the second stage of 
the strategy, it is necessary to consolidate and 
structure the information from the analysis 
performed to develop new efficient and 
personalized processes, flows and tools for the 
teams’ operation.

Many organizations are comfortable with 
validation processes and meetings with 
employees at a certain point of the project. In 
others, implementing a self-assessment for teams 
or providing a checklist with privacy guidelines 
may be a more effective alternative. 

Still, in other companies, building robust tools 
to comply with privacy validations may be a 
better option, for example by inserting a form 
converted into code with versioning practices 
through commit commands. In addition, organic 
tools implemented in the early stages of ideation 
and development are also great solutions for 
incorporating privacy in agile development teams. 
Regardless of the alternative adopted, awareness 
and training of the teams is indispensable.

For the example analyzed, it is interesting to build 
tools that are part of the daily agile work of the 
development team so that privacy is considered 
organically.  This means implementing a card in 
any of the phases of the Software Development 
Life Cycle (SDLC) or Plan-Do-Check-Act (PDCA) 
methodology or any other variants used in these 
teams. Furthermore, it is also necessary to 
consider the operation of other dynamics of agility 
and continuous interaction to evaluate the best 
solutions, such as Scrum, Sprint, Design Thinking 
and Kanban.
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There are already several examples of publicly available tools to enable 
Privacy-Centered Design in product or agility teams. Besides the 
development of a privacy culture, the application of these tools allows 
privacy to be considered from the ideation of products, services or 
strategies that use personal data, without the need to generate bureaucratic 
interactions or follow rules that are not part of the teams’ work routines.

In addition, they are great procedures for accountability and to support the 
scalability of privacy demands in a sustainable way. Some of these tools are:

a) Privacy Personas: The “Privacy Personas” tool provokes the development 
team to ask about privacy as early as the product ideation phase. With it, it 
is possible to assess who the user is, how he understands privacy and what 
are his data protection concerns that would keep him from the product, as 
well as to start the work of mapping processing activities. The tool allows 
to identify different solutions depending on the audicente, for example, if the 
product is built for the elderly population, it will be opportune to build even 
clearer and more visual mechanisms, but if the persona is a child, attention 
is doubled, because it is is a user who very possibly does not know what 
privacy is and an interaction with parents or guardians is required.

b) Empathy and Expectation Map: The “Empathy and Expectation Map” 
tool reflects on the worries and solutions of the user’s perception of the 
processing activity, asking about transparency mechanisms, purposes of 
use of personal data, expectations, reputation, reliability elements and other 
factors.

c) User Journey with Privacy: The “User Journey with Privacy” tool causes 
the development of all stages of the user experience to incorporate the 
principles of privacy by design and can be used with autonomy of the 
product team itself, with the assistance of the privacy team or even with a 
privacy champion.
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However, it is recommended that privacy 
professionals adapt or build new tools, 
customized for each business and 
adapted to the routines of each corporate 
team, applying the privacy by design 
principles for each situation. It is worth 
remembering that the main point of the 
Privacy-Centered Design strategy is to 
format work routines, so the strategy 
should also consider building tools for 
teams such as HR, Marketing, Support, 
Legal and others.

Conclusion

“There are no silver bullets”. Therefore, 
these solutions are not unique and 
absolute, nor do they replace the 
consolidated work in   data protection, 
but the Privacy-Centered Design can be 
very positive to add several benefits to 
privacy programs, such as efficiency, 
operational sustainability, scalability, 
prevention, responsibility, penetrability, 
maturity, autonomy, connection, agility 
and accountability.

Thus, seeking to organically format work 
routines to incorporate privacy presents 
itself as an interesting solution to achieve 
better performance in projects, implement 
privacy solutions with good experiences, 
avoid “ivory towers”, add these various 
benefits in the work fronts and, above all, 
respect users’ personal data.
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However, one of the biggest challenges of implementing a privacy program 
is to apply it to the entire set of the personal data that is under the company 
control and, at the same time, implement a systematic methodology for privacy 
impact assessments.Therefore, it is up to the professional responsible for the 
data protection team the difficult task of knowing all the new products, services, 
increments, processes and procedures that lead to the process of new personal 
data to implement the best privacy and data protection practices even before the 
launch of the new functionalities

The necessity of being omniscient and omnipresent becomes even more 
gargantuan when it comes to companies that adopt agile methodologies and 
constant changes caused by processes of innovation, notedly technology 
companies and startups. As such, the DPO, or equivalent professional responsible 
for  privacy and data protection, cannot limit oneself to just adapting the privacy 
program to the structure, the scale and the volume of their operations. But one 
must, over all, be creative enough to also adapt it in the agile method, implementing 
efficient tools that foster a privacy culture and empower the employees with the 
most necessary knowledge for the application, in a broad terms, of the Privacy by 
Design framework.

The companies that process personal 
data must implement a privacy 
governance program that shows it’s 
commitment in adopting internal 
processes and policies that assure the 
fulfilment of norms and good practices 
related to data protection.

The privacy program in addition to 
promoting compliance with the current 
data protection regulations, also (and 
mainly) generates a positive impact on 
the company’s operation and values it as 
it preserves and optimizes the long-term 
economic value of the organization, 
facilitating its access to resources and 
contributing for the quality of your 
organization management, life span and 
well-fere.
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With all that in mind, and seeking to 
achieve the aforementioned objectives 
in conducting the Privacy Program 
of Incognia (a company that has 
developed a location behavioral 
biometrics technology using the 
privacy by design framework), I 
created the Privacy Health Check. The 
Privacy Health Check is an adaptation 
of the agile tool Health Check Model 
developed by the agile coaches and 
engineering teams of Spotify under 
the Creative Commons license. 
Through workshops and visualization 
techniques, the Health Check allows 
managers to have a better notion of 
where they should implement their 
efforts for improvements, being able 
to identify systemic problems and 
help the teams to become more self-
conscious, so they, too, can focus on 
their own improvement efforts.

Therefore, the idea of creating the 
Privacy Health Check was born 
from the desire to adapt agile tools 
that already exist to bring the DPO 
closer to the agile teams and allow 
the practice of Privacy by Design; or, 
even, implement agile methodologies 
in non-agile teams, but need and 
can well benefit from the tool, since 
it generates a strong interaction 
between team members and brings 
better visibility of what is happening 
in several areas of the organization. 
The methodology has the potential of 
helping the privacy leader to better aim 
one’s initiatives and efforts, making the 
risk management job easier inside the 
privacy program.
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The Privacy Health Check as an ally 
of Privacy by Design
The implementation of Privacy by Design demands that the responsible for the 
privacy and data protection team must be present in some way at the moment of the 
development of new product, services and functions that involve collection of new 
personal data. But we also know that this mission is, somewhat, inglorious, for it is 
impossible to inspect everything that happens in the company at the same time. So, 
the ideal is to spread the concept and the awareness of what is Privacy by Design, 
so that the employees commit themselves to developing new systems placing the 
user’s privacy in the middle of any decision.
 
Therefore, Privacy Health Check has for objective to build a more clear and 
assertive dialogue between the privacy  and all the other teams of the organization, 
overcoming difficulties of communication, such as, for example, situations in which 
the DPO discovers a new data processing after the launch of a new function, service 
or product, a challenge that all the professionals that work with data protection have 
to face.  

If we want more proactive action by the agile teams with regards to privacy, it 
is mandatory to avoid rigid, bureaucratic governance programs, with policies 
that are difficult to interpret and apply.

An agile team is unlikely to be able to wait for the privacy leader to do an in-
depth analysis and give an extensive opinion before developing a new tool. 
So, the more employees internalize the concepts necessary to prevent privacy 
risks, the more autonomy the teams have to implement the privacy by design 
framework, the greater security the company will achieve and, consequently, 
will be able to offer more benefits to data subjects, because the employees 
themselves will be able to prevent the risks to privacy from materializing.

Of course, there will still be situations in which the professional responsible 
for privacy and data protection will need to be involved. For this reason, it is 
essential to create mechanisms so that this evaluation can be carried out 
without hindrance to the development of the product and without delaying the 
sprints and launches of the agile team, in order to guarantee an efficient risk 
analysis and effective mitigation measures. There is no point in resorting only 
to traditional models, such as forms with several questions, as the answers 
will not always be true, or they will not give enough clarity of what is really 
happening behind the given justifications.



It is particularly important that we have intelligent models for evaluating agile teams 
such as Health Check. Its adaptation is nothing more than the solution found to facilitate 
the assessment of agile teams and their commitment to the implementation of the 7 
(seven) principles of Privacy by Design. Originally, Privacy Health Check was created to 
meet the needs of product teams, but it is possible to adapt the workshop to any area, 
such as Human Resources, Marketing and Legal, for example.

How does Health Check work?
Spotify recommends the following steps:

1. Organize workshops where team members discuss and assess your current situation 
based on a number of different perspectives (quality of work, fun, value, etc.); 

2. Create a graphical summary of the result; 

3. Use the data to help teams improve.

When discussing the different health indicators, the team builds self-awareness about 
what is working and what is not. The wide selection of questions helps to expand your 
perspective. The Health Check also provides a balanced perspective, showing the good 
things as well as the weaknesses.

Managers who are outside (or partly outside) the team get a high-level summary of what 
is working and what is not. They can also see patterns on several different teams. If you 
have dozens of teams and cannot talk to everyone about everything, a visual summary 
like this helps you figure out how to spend your time and who to talk to about what. The 
first step in solving a problem is to be aware of it. And that kind of visualization makes it 
more difficult for everyone to ignore the problem.

Spotify concluded that online surveys suck, mainly because they cut the conversation, 
and this one is unbelievably valuable. Through frank conversation, team members 
gain insights during the discussion and the facilitator gains insights on how to help 
teams effectively. Therefore, the workshops with the teams facilitate a face-to-face 
conversation about the different health indicators of the team. Usually, an hour or two is 
enough.
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To facilitate this dynamic, Spotify created a deck of “Incredible Cards”, each card is a health 
indicator with an example of “incredible” and an example of “terrible”, as can be seen below:

For each question, the team is invited to discuss whether they are closer to “awesome” 
or closer to “lousy”, employing basic workshop techniques, such as majority voting, 
for example, to help them come up with a consensus on which color to choose for that 
indicator and what the trend is (stable, improving or worsening).
 
The questions were designed to cover a wide range of different perspectives. These 
questions are just a starting point, a standard selection. Companies are free to remove, add 
or change questions for what they think is relevant. The important thing is to try to limit it to 
10 (ten) questions. If we have more questions than that, some will probably be on the same 
topic and can be dismissed.

The idea is that people will be able to signal their option, indicating the green light 
or the red light. So, taking the “Fun” card as an example, if the person thinks the 
job is super fun, they will raise the green light and expose their ideas. The facilitator 
must create a climate so that people feel safe to expose their perceptions, especially 
negative ones.
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This methodology is applied in agile companies such as Incognia, Netflix, Facebook, 
among others, and allows an extraordinarily rich visualization of the status of each team. 
It is good to keep in mind that a green card does not mean that it is the best of all worlds, 
but that at least the person considers that situation to be more positive; if you have a 
yellow card it does not mean it is very bad, but in fact the person considers that there 
are important improvements to be implemented, however the situation is not a disaster; 
the red light, in turn, is used when the situation is really bad and there are significant 
improvements that need to be implemented.

How does 
Privacy Health Check work?
The workshop is gamified through the making of cards with positive and negative 
statements that must be distributed among the team members so that, in a relaxed 
conversation, facilitated by the professional responsible for privacy and data protection, 
they can express their opinion on the application of the Privacy by Design. 

The objective is to identify systemic problems related to privacy and data protection, 
so the cards were created based on the 7 (seven) principles of Privacy by Design. When 
presenting the letters, many people will say that the application of a certain principle 
is horrible, and you can try to understand why; you will be able to identify where teams 
should focus on improvement efforts; and you will also help these teams to be aware 
of the principles of Privacy by Design. That is, you evaluate while teaching and this is 
valuable. 
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Below you can check the Privacy Health Check cards, available under the Creative 
Commons-BY attribution1:

1 -  Credits: Privacy Health Check -  Raíssa Moura Ferreira. .
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Example1: 

Let’s take as an example the first card with the principle “Proactive and not 
reactive” which has the following positive statement: “We identify and prevent 
privacy problems before they happen. We have implemented appropriate tools 
and processes for the review of privacy risk. We are very proud of what we have 
built! ”; and the following negative statement: “We don’t think about how to 
prevent privacy risks. Privacy is not a topic discussed during the development 
or improvement of our solutions ”. 

When the facilitator presents a letter like this, very sincere people may say 
“look, actually, we never think about privacy, we are thinking about meeting 
the business objectives,and the team will not take the time to think from the 
privacy perspective”. 

It is up to the facilitator to seek as many reasons as possible and to leave 
the workshop with an action plan, in addition to creating awareness that 
developers should already be thinking about privacy and should have 
mechanisms to assess privacy risks in a preventive way.
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Example 2: 

In the card “Privacy Embedded into Design”, 
the positive statement is “Privacy is an 
essential part of the architecture of our IT 
systems and business practices. We love 
to embed privacy into the design of our 
solution in a safe and creative way! ”, while 
the negative is: “We never think of privacy 
as an essential feature. It is not clear how to 
incorporate privacy into our product design 
and our business practices ”. The negative 
option is almost a cry for help for the internal 
privacy and data protection professional or 
external consultant to create all the necessary 
mechanisms for the team to learn how to 
incorporate real privacy in the design of new 
products, acting proactively.

Example 3: 

The letter “Total Functionality”, in turn, is 
a very important card, because when we 
implement the principle of Total Functionality, 
one of my favorites, we avoid false 
dichotomies such as business interest x 
privacy, security x privacy. We must always 
complement the desired goal with respect 
for privacy in order to find a positive sum. 
So it is very important to know if the team 
actually does this and, thus, everyone wins - 
the business, the individuals and the society, 
or if there is a difficulty to accommodate all 
interests. It is possible that in the face of a 
situation where there is privacy x business 
interest, for example, the best privacy and 
data protection practices are being neglected. 
Therefore, it is very important to identify the 
problem as soon as possible.
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The card “Total Functionality 2” contemplates the opposite situation. 
Many professionals are so concerned with the risk of privacy and 
data protection regulations that they do not handle risk assessment 
well or do not know how to implement the appropriate mitigation 
measures. They end up imposing a more conservative view and 
causing, in practice, many business objectives to be set aside and 
features that would be extremely relevant to be abandoned. 

These professionals are generally very averse to risk and prevent 
teams from creating creative solutions or do not give them the 
opportunity to think of other solutions. They are simply discarding 
projects, and this is very serious for an organization. Privacy 
and data protection specialists, whether legal or technology 
professionals, should always seek full functionality. 
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How can one represent graphically
the result of the Privacy Health Check

The table below shows how Privacy Health Check should measure and build a visual 
picture of what each team’s status would be in relation to the application of Privacy by 
Design principles:

In the first column on the left we have the principles of Privacy by Design, while in 
the second column we have the signaling of the team’s decision on each card. So, if 
the majority raised the card with the green light, the facilitator should ask the reason, 
as well as if everyone is in agreement so the team can reach a consensus. 

This discussion is very important, because it generates rich information for 
the evaluation and action plan. It is also essential to foster the debate among 
participants who raised cards with a red light, even if they are in the minority, as they 
can raise crucial points that others may  have not visualized, did not notice or did not 
have the courage to externalize.
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This debate can even cause other participants to change their opinion 
and the facilitator should provide an opportunity for them to change their 
signage as well. At the end of the discussion, the facilitator should place the 
representation of the team’s final response, through the majority of votes, 
and ask if that situation is stable, getting worse or worse.

The arrows next to the signs show this trend - arrow to the side indicates 
stability, arrow to the top indicates improvement, and arrow to the bottom 
indicates worsening, reflecting the real situation of the implementation of 
the principle. There are situations, for example, where the team can conclude 
that there is not enough transparency for the data holder, so the situation is 
very bad and the signal used will be red. But they recognize that there is a 
project in progress to improve transparency. In this case, the arrow pointing 
upwards next to the red light should indicate the improvement trend.

It is important to note that, during the workshop, we were able to better 
understand the team’s perception of the implementation of each of the 
principles of Privacy by Design, observing their expressions, interactions, 
views and practical cases brought up for discussion. This result is hardly 
achieved through a questionnaire or Excel spreadsheet with questions about 
the processing of personal data. The attention to details that Privacy Health 
Check can bring is incredibly significant. 

There are several Health Check Model tools available online. At Incognia, we 
use Team Retro. The tool makes it possible to edit the cards and adapt the 
Privacy Health Check to the remote workshop model, in addition to having 
features that allow graphical visualization of responses. 
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The benefits of Privacy Health Check are countless 
and extremely relevant. Through this methodology it is 
possible to, for example:

a. To foster a culture of privacy; 

b. Make people care more about the subject and 
understand the relevance of the topic in a light and fun 
way;

c. Incorporate privacy into systems, technologies and 
business practices through the action plans generated 
in the workshops (it is important to write everything 
down and think with the team which solutions could be 
developed together); 

d. Act proactively and prevent risks, since, through 
the periodic organization of the workshop, the privacy 
team is closer to other teams;  

e. Help teams to see their own difficulties; 

f. Take note of situations that should have been 
reported to the privacy team and have not; 

g. Generate better visibility on how the organization 
is respecting privacy through the implementation and 
monitoring of the 7 (seven) principles of Privacy by 
Design; 

h. Generate high-value solutions for business, 
individuals and society, and 

i. Demonstrate the effectiveness of your privacy 
program. 
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When we implement privacy in the organizational culture, we create 
a framework that protects privacy by default, allowing data to be 
used to its full potential. On the other hand, privacy programs 
that focus only on traditional compliance mechanisms find it very 
difficult to get involved with the different areas of the organization 
that may have strategic objectives that seem to be in conflict with 
the protection of personal data.2

Undoubtedly, Privacy Health Check can be an excellent ally to the 
privacy program, as it fosters a culture of privacy while facilitating 
engagement with the organization’s various stakeholders, in 
addition to allowing the program to be constantly updated based on 
information obtained through continuous monitoring and periodic 
evaluations carried out through privacy workshops.

2 -    Weller, Aaron; Leach, Emily. “How to build a culture of privacy”.  
Disponível em: https://iapp.org/news/a/how-to-build-a-culture-of-privacy/. Acesso em 21.01.2021.
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